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Your vote will count
Hype over hacking shouldn't shatter confidence
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State disallows some voting machines
La Plata County technology dlv(; a few large counties must change

December 18, 2007
By Joe Hanel | Herald Denver Bureau

Ohio e-voting system security bashed in new state report
Problems threaten thelintegrity of future elections, officials say

Report: Magnet and PDA Sufficient to Change Votes
on Voting Machine

By Kim Zetter % December 17, 2007 | 11:36:010 PM Categories: E-Voting, Election ‘08, Hacks And Cracks




Wooten got the news from his wife, Roxanne,
who went to City Hall on Wednesday to see the
election results.

"She saw my name with zero votes by it. She

came home and asked me if | had voted for

myself or not. | told her | did," said Wooten,
owner of a local bar.




How We Got Here

http://www.cs.uiowa.edu/~jones/voting/pictu res/6


http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

How We Got Here

2,054,102

Sept. 15, 1936, s, R SHOUP ET AL
VOTING HACHINE
1203

Filed July 25,

B&%tholwﬂthw
Ty

27 Sheet=-Sheet 1 ’

i ||||||||||
ke ||||||I||||||||J

||..|| l..|l|||l|l| "'||| (
""l:'lr'l'l“"“”'"" |
' |'|"|i'|=l|| \'I'||'|l”'
| ||||||,iﬁ||l|”| p
i

il
| ‘||||:|=|!|I||I|HI|||I||
T :i'|i|"||'i|"i’lﬂ"".' l
e
o l
[ ?{ AN
|' y :% \-48 ST
I i:J . =
L Ee—T——=
-?L“I‘-J:'I [ ___—T:_::-
7 ?:_Tﬁ-ﬁg'
e

T P I ey

http://www.cs.uiowa.edu/~jones/voting/pictu res/6


http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

How We Got Here

Sept. 15, 1936.

5. R, SHOUP ET AL

VOTING HACHINE

Filed July 25. 1323

2,054,

1102

27 Sheet=-Sheet 1 :

DO NOT DET.

59

rOe [ e
~a
-

| a0
fae]
[

-

o e
(3

T T 2 N E T I A S S A A S

@ |=.

78]

78]

.l ‘I
—
Bae
on

—
nae
on

87

—
M3
=i

2. |2 8- |8 |=- le- Iz |

sl | 1

116

1971

——
= e
Ll
.
nae
a3

I
= |

=

Py
Cad e
o

STUB-FO
136

.
P

D O\
@
156

/ER
176

196

~N
—
o

137

- |

157

hei

197

~
el
-

138

158

178

198

(]
-
l,?
nnn

TRV

138

159

ny
w

&

140

ey
nNae
—

160

l

141

161

n
P3e [pae |—=e
=

[
—

142

162

n3
L
~

143

—
noe
£

163

n
e
[+

144

=]
E-

145

N
e
o

148

147

—y
Ne
(-]

L]
R PSS
(=]

na
-

L]
143

208

* l

S
[--3

208

s
nae
w

@
—

210

211

3. (8.
= 1

—
Ea3 o
2]

152

172

2i2

(2]
38
N

153

173

163

213

ra
(2]
(7<)

FE

154

174

184

214

(-3
Ca3e
=

158

175

105

215

235

TO BE FILLED IN BY COUNTING BOARD ONLY

PRECINCT NO,

WRITE-IN NO.

4 55789 101112131415161718192021222324252627282923031 3233 3435363738 3940 41 4243 48 4546 47 48 49 5051 5253 54 55 56 57 5B 5960 61 62 6364 B5 66 67 63 69

http://www.cs.uiowa.edu/~jones/voting/pictu res/6



http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

How We Got Here

Sept. 15, 1936.

5. R SHOUP ET AL 2,054,102
VOTING HACHINE

Filed July 25, 133 27 Shests-Sheot 1
DO NOT DETACH STUB-FOLD OVER

s . . Y . . o

1]e 40 e _ﬂl'-‘,laﬁlﬁﬁl?ﬁlgﬁztig

P40 e P S e NN N D R O

2ile 4'| . il'ﬂ 1371157]177{197(217 £
beed @ "

L4 _g?_| sn _?-9__ . B Ll o ° ° e o

3]. 4'2 ~— . | 98 ﬁg 138]156/178{198/218 =
e ———| L] 8

:|_2_3_ ﬁlﬂﬂ. elole|e|e gz

4 4'3 . ml-u 136{159]179|19g|219 3

.ﬂ"""s'zal il ilisilieiailier 3

5. (gg1 - _IE]_IhldﬂlﬂlﬂﬂZﬂﬂZing

P01 e 1.2 1 o PSP IPY P91 PO

. ﬂ— 64& e[ |- (3 . ° ® §

T[] a5 - [108;55]142]162]182]202|222 &
] ® Bl 2

.27 65 84 =] oo e | oo @

Bl .lagF 1114311631183 223 2

.| 28]

ol .|E

i

10, |E

° .ﬂ g

1H P

N Eil

121,

%]

131 .,

N

14] .

. | 34

15] ,

. | 55!

18] ,

kL

.

. |87

B[

. | 38]

19§ .

. | 89

20

TO BE FILLED IN BY COUNTING BOARD ONLY
PRECINCT NO, WRITE-IN NO.

http://www.cs.uiowa.edu/~jones/voting/pictu res/6


http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

How We Got Here

Sept. 15, 1936. 5. R SHOUP ET AL 2,054,102

VOTING HACHINE

Filed July 25. 1323

DO NOT DETACH

59 | 78]

n
[

@ne ldm | jcae [PO0 [ o

IS

-

27

2. Igo |£o |¢_e. Igo [gl Ig-

-
e, les
|g. lg- IE.. lm- Im-

TO BE FILLED IN BY COUNTING BOARD ONLY
PRECINCT NO, WRITE-IN NO.

http://www.cs.uiowa.edu/~jones/voting/pictu res/6



http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

How We Got Here

Sept. 15, 1936. 5. R SHOUP ET AL 2,054,102

VOTING HACHINE

Filed July 25, 1323

DO NOT DETACH
el . |97
] pu P i1y
2 - 4.‘ L] i
- 122 gyl 78] -
3 ) 4.2 i - g_g
B e |8 .
3 [l e 100
L e PALIE P
A e L
Akl gy P LA
ﬂ L 4'5 ] » _I_DE
o [2817 ga |83
T a1 - [108)123 / - INSERT
i P B4 f BALLOT
o | 28]
g1.
. [ 29
LI
. |30
i
. [ 31]
125
. 132
i
. |33
14l
MEL
15,
. |35
18],
. | 36]
i
- ﬂ-
18],
. [ 38
9,
. |39
20 .
TOBE . . . .
PRECINGT NO., WRITEIN NO. http://www.cs.U|owa.edu/~|ones/vot|ng/plctures/6



http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

Sept. 15, 1936, s, R SHOUP ET AL

How We Got Here

Filed July 25, 1323 27 9

DO NOT DET.

n
[

ene || jeae [POe [ e
®

-

-

TO BE FILLED IN BY COUNTING BOARD ONLY
PRECINCT NO, WRITE-IN NO.

http://www.cs.uiowa.edu/~jones/voting/| ictures/6


http://www.cs.uiowa.edu/~jones/voting/pictures/
http://www.cs.uiowa.edu/~jones/voting/pictures/

Last Year: Princeton Report

VOTE STEALING CONTROL PANEL

Select the race and candidate to fix:

[Presndent of the United States

o

Candidate Name Votes So Far
George Washington 9 (90%)
Benedict Arnold 1 (10%

Set the final outcome: Percent for "Benedict Arnold"

|
o

Cancel

® Diebold touch-screen runs
executable code loaded
from memory card

All audit logs modified
to be consistent

Can spread virally by
memory card.

[FHF2006]



But not just DREs...
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How can
Cryptography help?

Cryptography provides more than confidentiality.

Cryptography can provide verifiability
while maintaining ballot secrecy.




The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech




The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech

Provide enough evidence
to convince the |oser.




Secret Ballot vs.
Verifiability

Voting System

—>
convince

Carl the Cerce
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The Ballot Handoff

Alice the Voter
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The Ballot Handoff
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The Ballot Handoff

Alice the Voter

Black Box




Chain of Custody




Chain of Custody

Vendor




Chain of Custody

Voting
Machine

Vendor




Chain of Custody

: POIIiI:lg 4_@7 Voting
~.. Location  -- Machine

Vendor




Chain of Custody

Polling
Location

[
.=
- -,
.-,
.
~‘
-
3
-
-~
- -
~
.-
SR
LI
-

Voting
Machine

source |

code

|—

- =l

Vendor




Chain of Custody
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Ballot Box Collection
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The Cost of Secrecy

éScavenged ballot box lids haunt S.F.
elections '

EErin McCormick. Chronicle Staff Writer

:Monday, January 7, 2002
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The Cost of Secrecy

éScavenged ballot box lids haunt S.F.
gelectmns

; elicopter Absentee ballots ‘lost' in Florida

OCtober 28, 2004 09:28 IST

Nearly 58,000 absentee ballots for the US presidential election may never have reached

' Florida's Broward County voters, who had requested them more than two weeks ago,
+election officials said.
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The Cost of Secrecy

éScavenged ballot box
gelectlons

lids haunt S.F.

Absentee ballots 'lost' in Florida

October 28, 2004 09:28 IST

Nearly 58,000 absente
Flondas Broward Cour
electlon officials said.

Mexico Premdentlal Electmn

SARASOTA

lost

Sarasota's nationally watched co

18,000 votes in U.S. House race may be

Thousands of votes were either not counted or not cast in

ngressional race.




Is Secrecy Important!?
Actually, it is.

Secret Ballot implemented in Chile in 1958.

“the secrecy of the ballot [...] has
first-order implications for resource
allocation, political outcomes, and social efficiency.”

[BalandRobinson 2004]




Verifying with
Cryptography

[Chaum8 1], [Benaloh85], [PIK93], [BenalohTuinstra92], [SK94], [Neff2001],
[FS2001],[Chaum2004], [Neff2004], [Ryan2004], [Chaum2005]




Desired Properties

(1) Alice verifies her vote.

(2) Everyone verifies tallying.

(3) Alice cannot be coerced by Eve.




Public Ballots

Bridget:
Paul

Carol:
Obama
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Encrypted Public Ballots
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Encrypted Public Ballots

Alice:
et | ﬁ\%ﬁc‘*‘@ﬁi\t

Carol:

i |




How can we verify

operations on
encrypted data!’




Zero-Knowledge Proof

Vote For:
Obama

\_/




Zero-Knowledge Proof

Vote For:
Obama

\_/




Zero-Knowledge Proof

Vote For:
Obama

\_/

This last envelope
likely contains “Obama”




Zero-Knowledge Proof

Vote For: Vote For:
Obama Paul

Open envelopes don’t prove
anything after the fact.




Scratch & Vote

[AR2006]



Obama!

Ngoa- ‘
| None!
P |

Obamai

Paul ;

IH\WE%IHH

1. Recelve two ballots.




2. Choose one randomly
for auditing by scratch-oft.




2. Choose one randomly
for auditing by scratch-oft.




In Private
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In Private

D]

4. Tear & Discard
left half of ballot.




In Private

D]

4. Tear & Discard
left half of ballot.




: Scan &
take home

L)

5. Tear & Discard
scratch-off.
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El Gamal

setting: p prime, ¢ prime, q|(p — 1)
private key: 1 € Z/

public key: vy = ¢* (mod p)
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setting: p prime, ¢ prime, q|(p — 1)
private key: 1 € Z/

public key: vy = ¢* (mod p)
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Encyr(m;r) = (o, 8) = (9", m-y")




El Gamal

setting: p prime, ¢ prime, q|(p — 1)
private key: 1 € Z/

public key: vy = ¢* (mod p)

R

T%Z;

Encyr(m;r) = (o, 8) = (9", m-y")

Decsk( ) —




Homomorphic Property

Enc(mi) X Enc(ms) = Enc(mq X my)




Homomorphic Property

Enc(mi) X Enc(ms) = Enc(mq X my)

c1 = (g™, my™)

co = (9", may"?)

1172

T1+¢2)

C1*Co = (g 7(7”1 -mg)y




Wouldn’t it be nice if....




Wouldn’t it be nice if....

Enc,i(m1) - Encpr(ms) = Ency (my 4 mo)




Wouldn’t it be nice if....

Enc,i(m1) - Encpr(ms) = Ency (my 4 mo)

then we could simply
sum up votes homomorphically!




Exponential El Gamal

Encpkﬁ (mv T) — (gra gmyr)

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]




Exponential El Gamal

Enc,r(m,r) = (g

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]




Exponential El Gamal

Enc,r(m,r) = (g

Decsk( ) — (g

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]




Exponential El Gamal

Enc,r(m,r) = (g

Decsk( ) — (g

Take the discrete log base g.

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]




Homomorphic lallying

0001

0000

0000

0000

0001

0000

0000

0000

0001

0003

0006

[B+2001, P1999]

Vote for None
Vote for Obama

Vote for Paul

—— Sample Tally




PARAMETERS

#1 - Paul
#2 - Obama
#3 - None

M=10, Public Key = pk

_—

i ,
: K K
.
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Be Careful...




Be Careful...
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Summary of S &V
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Scratch & Vote is one system.

There are many others.




What about write-ins?

Must preserve
individual ballots.
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Mixnets
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Republicans Democrats Independents

Mix servers operated by
mutually suspicious organizations.




Chaumian Mixnet (Onions)

>
L
Pt
>

ol
>
ol
-t
>t..
' 1

AAARAARAL,
YYVVYVYVYVYYYY

c; = Encyr, (Encpp, (Encpr, (m;)))

[Chaum8I]




Chaumian Mixnet (Onions)

>
L
Pt
<
ol
>
ol
-t
>
ot

AAAAAAAAA
AAAAAAAAA

c; = Encyr, (Encpp, (Encpr, (m;)))

Each mix server “unwraps”
a layer of this encryption onion.

[Chaum8I]
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Verifying a Mixnet
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Verifying a Mixnet
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Verifying a Mixnet

VYVYVYVYVYYVYY
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Verifying a Mixnet

JR2002]




Verifying a Mixnet

Tricks to ensure
no complete path is revealed.

[JJR2002]
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El Gamal Reencryption

sk = x mod ¢ pk =y = g* mod p




El Gamal Reencryption

sk = x mod ¢ pk =y = g* mod p

Encpk(m;fr) = (a,3)=(¢",m-y")




El Gamal Reencryption

sk = x mod ¢ pk =y = g* mod p

Encpk(m;fr) = (a,3)=(¢",m-y")

Decsk( ) = ﬂ

CVCB

Reenc,i (¢;7") = ¢ - Encyi (1, 7")

_ (gr—I—r 7Tn.yr—l—fr')




e-encryption Mixnet

/ — . ® .
Cr(j) = Reenc(cj;r;

[PIK93]




Proof of
Mixnet

[SK94]




Proof of
Mixnet

Intermediate mix.
Coin flip determines:
reveal first or second.

[SK94]



Decryption

® Threshold
multiple parties needed to decrypt

® Provable
public proof of correct decryption
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In Summary

e End-to-End verification

e Secrecy and Verifiability are reconcilable

* Voting with Cryptography:
let anyone verify.




Questions?




