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Rogers precinct, with more than 100 percent 
voter turnout, alarmed both of them.
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Wooten got the news from his wife, Roxanne, 
who went to City Hall on Wednesday to see the 

election results.

"She saw my name with zero votes by it. She 
came home and asked me if I had voted for 
myself or not. I told her I did," said Wooten, 

owner of a local bar.
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Last Year: Princeton Report

• Diebold touch-screen runs 
executable code loaded 
from memory card

• All audit logs modified
to be consistent

• Can spread virally by 
memory card.

[FHF2006]
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But not just DREs...

[KMRS2006]
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How can 
Cryptography help?

Cryptography provides more than confidentiality.

Cryptography can provide verifiability
while maintaining ballot secrecy.
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The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech
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The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech

Provide enough evidence
to convince the loser.
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Secret Ballot vs. 
Verifiability

Voting System

Alice

convince

Carl the Coercer
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1892 - Australian Ballot
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Election 2008
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The Ballot Handoff

Alice the Voter

Obama
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The Ballot Handoff

Alice the Voter

Obama
Obama
Obama
Obama

Paul
Paul

Black Box
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Chain of Custody
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Is Secrecy Important?
Actually, it is.

Secret Ballot implemented in Chile in 1958.

“the secrecy of the ballot [...] has 
first-order implications for resource 

allocation, political outcomes, and social efficiency.”

[BalandRobinson 2004]
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Verifying with 
Cryptography

[Chaum81], [Benaloh85], [PIK93], [BenalohTuinstra92], [SK94], [Neff2001], 
[FS2001],[Chaum2004], [Neff2004], [Ryan2004], [Chaum2005]
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Desired Properties

(1) Alice verifies her vote.

(2) Everyone verifies tallying.

(3) Alice cannot be coerced by Eve.
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Bulletin Board

Public Ballots

Bridget:
Paul

Carol:
Obama
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Bulletin Board
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Encrypted Public Ballots
Bulletin Board
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Encrypted Public Ballots
Bulletin Board

Alice:
Rice

Bridget:
Clinton

Carol:
Rice

Tally

Obama....2
Paul..........1

Alice

Alice verifies her vote
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Encrypted Public Ballots
Bulletin Board

Alice:
Rice

Bridget:
Clinton

Carol:
Rice

Tally

Obama....2
Paul..........1

Alice

Alice verifies her vote Everyone verifies the tally
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How can we verify 
operations on 

encrypted data?
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Zero-Knowledge Proof

Vote For: 

Obama

President: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MouseVote For: 
Obama
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Zero-Knowledge Proof

This last envelope 
likely contains “Obama”
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Zero-Knowledge Proof

Open envelopes don’t prove
anything after the fact.

President: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MouseVote For: 
Obama

President: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MousePresident: 

Mickey MouseVote For: 

Paul
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Scratch & Vote

[AR2006]
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_______

_______

_______

_______

Charlie

Adam

Bob 

David

_______

_______

_______

_______

Bob

Charlie

David 

Adam

1. Receive two ballots.

_______

_______

_______

Obama

None

Paul 

_______

_______

_______

None

Paul

Obama 
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2. Choose one randomly

for auditing by scratch-off.

_______

_______

_______

None

Paul

Obama 

r1 r2 r3

None

Paul

Obama
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In Private

_______

_______

_______

_______

Bob

Charlie

David 
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3. Vote.

_______

_______

_______

Obama
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Paul 
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In Private
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_______

_______

_______
Scan &

take home

5. Tear & Discard

scratch-off.
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Bulletin Board

Alice Bridget Carol

_______

_______

_______

_______

_______

_______

_______

_______

_______
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setting:

private key:

public key:

El Gamal

x ∈ Z
∗

q

p prime, q prime, q|(p − 1)

y = g
x (mod p)
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Homomorphic Property

34

Enc(m1) × Enc(m2) = Enc(m1 × m2)



Homomorphic Property

c2 = (gr2 , m2y
r2)

c1 = (gr1 , m1y
r1)

c1 · c2 = (gr1+r2 , (m1 · m2)y
r1+r2)

34

Enc(m1) × Enc(m2) = Enc(m1 × m2)



Wouldn’t it be nice if....
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Wouldn’t it be nice if....

Encpk (m1) · Encpk (m2) = Encpk (m1 + m2)
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Wouldn’t it be nice if....

Encpk (m1) · Encpk (m2) = Encpk (m1 + m2)

then we could simply
sum up votes homomorphically!
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Exponential El Gamal

Encpk (m, r) = (gr
, g

m
y

r)

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]
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Exponential El Gamal

Encpk (m, r) = (gr
, g

m
y

r)

Take the discrete log base g.

First: r’th residuosity [Benaloh85]
Also: Paillier Cryptosystem [P99]

36
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Vote for Adam

Vote for Bob

Vote for Charlie0000 0001 00000000

0001 0000 00000000

0000 0000 00000001

Vote for David0000 0000 00010000

0004 0001 0008 0002 Sample Tally

[B+2001, P1999]

Homomorphic Tallying
Vote for None

Vote for Obama

Vote for Paul

0003 0006 0005

37



_______

_______

_______

Obama

None

Paul 

PARAMETERS

#1 - Paul 

#2 - Obama

#3 - None

M=10, Public Key = pk

r1 r2 r3

Epk (210; r1)

Epk (220; r2)

Epk (20; r3)
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Bulletin Board

Alice Bridget Carol

_______

_______

_______

_______

_______

_______

_______

_______

_______
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Be Careful...
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Be Careful...
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_______

_______

_______

Obama

None

Paul 

r1 r2 r3

Epk (220; r2)

Epk (20; r3)

Epk (42 · 210; r1)



Summary of S & V

41

_______

_______

_______

Obama

None

Paul 



Scratch & Vote is one system. 
There are many others.
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What about write-ins?

Must preserve
individual ballots.
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Mixnets

Republicans Democrats Independents
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Mixnets

Republicans Democrats Independents

Mix servers operated by
mutually suspicious organizations.
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Chaumian Mixnet (Onions)

cj = Encpk1
(Encpk2

(Encpk3
(mj)))

[Chaum81]
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Chaumian Mixnet (Onions)

Each mix server “unwraps”
a layer of this encryption onion.

cj = Encpk1
(Encpk2

(Encpk3
(mj)))

[Chaum81]
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Verifying a Mixnet

[JJR2002]
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Verifying a Mixnet
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Verifying a Mixnet

Tricks to ensure
no complete path is revealed.

[JJR2002]
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El Gamal Reencryption
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El Gamal Reencryption

pk = y = g
x mod psk = x mod q
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El Gamal Reencryption

pk = y = g
x mod psk = x mod q

Encpk (m; r) = (α, β) = (gr, m · yr)

Decsk (c) =
β

αx
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El Gamal Reencryption

pk = y = g
x mod psk = x mod q

Encpk (m; r) = (α, β) = (gr, m · yr)

Decsk (c) =
β

αx

Reencpk (c; r′) = c · Encpk (1, r
′)

= (gr+r
′

, m · y
r+r

′

)
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Re-encryption Mixnet

[PIK93]

c1
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.

.

cN

.

.

.

c
′

1

.

.

.

.

.

.

c
′

N

c
′

π(j) = Reenc(cj ; rj)
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Proof of 
Mixnet

[SK94] 49
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Proof of 
Mixnet

[SK94]

Intermediate mix.
Coin flip determines: 
reveal first or second.
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Decryption

• Threshold
multiple parties needed to decrypt

• Provable
public proof of correct decryption
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Crypto Voting Schemes

Verification

Ballot Data Flow
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anonymization
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Verification

Ballot Data Flow

Encrypted 
Votes

Alice

Adrienne

e
n

c
ry

p
ti

o
n

51



decryption

anonymization

Crypto Voting Schemes
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decryption

anonymization

Results

Tally
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In Summary
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In Summary

• End-to-End verification

• Secrecy and Verifiability are reconcilable

• Voting with Cryptography:
let anyone verify.
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Questions?
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