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How safe are bare-metal clouds?



Attacks in the wild



Exploit all the things!
• Operating Systems 

• BIOS / EFI 

• Device firmware / Option ROMs 

• Master boot records 

• Keyboard controllers 

• Management engines and controllers



“Provide for the recovery of an !
information system to a known state”

Source: NIST 800-53



Trusted Execution Technology
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Gaps in Trusted Execution
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Attestation in OpenStack
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Implementations

• Open Attestation (OAT): https://01.org/openattestation 

• Open source Java attestation server. Mostly developed by Intel.  

• Intel Trust Attestation Solution (Mt. Wilson): Enterprise OAT 

• PrivateCore vCage: Python / Django / Horizon attestation server

https://01.org/openattestation


Gaps in Trusted Pool Model
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Suggested Improvements

1. Attest all servers in OpenStack: Not just compute nodes 

2. Cloud providers should provide TPMs and compatible firmware 

3. Vendors need to provide authoritative lists of measurement values 

4. CPU vendors should ultimately remove dependency on TPMs
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