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Intro
• Me: Cryptographer, Co-founder & CTO PrivateCore,  

Google 2-factor, Keyczar, saweis.net, @sweis 

• Today’s talk: 

• Snapshot of NSA ANT hardware, firmware, & software implants 

• “Trusted Computing”: What is it? Can it help? Can we trust it? 

• Defensive technologies on the horizon

http://saweis.net
https://twitter.com/sweis


Can you spot the implants?



NSA ANT

https://nsa-observer.laquadrature.net/NSA Observer

https://nsa-observer.laquadrature.net/
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System Taxonomy Recap

Hardware

Firmware

Software

Processor, Memory, Storage, Devices, Buses

BIOS, SMM, Option ROMs, SINIT ACMs

Hypervisor, Operating System, Applications





Why attack BIOS and SMM?

• Basic I/O System (BIOS): Persistent 
firmware that runs first before the OS. 

• System Management Mode (SMM): 
Special mode of operation that runs with 
highest privileges, which is installed by 
BIOS and invisible to OS.

BIOS Writer’s Guide (BWG) 309

�
System Management Mode (SMM)
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Do-it-Yourself Implants



Can you spot the implant?

• PCI attack device 

• Implemented with off-the-shelf 
hardware 

• Boots independently of host 

• Exfiltrates data over the network



Can you spot the implant?
• Non-volatile RAM (NV-RAM) 

• RAM contents are saved to flash 
memory on power loss. 

• Attackers can capture crypto keys 
from preserved memory contents 

• Several non-volatile memory 
technologies are in the pipeline



Trusted Computing!
Ensure _____’s software is running 

on _____’s computer.



Trusted Computing for DRM!
Ensure a content owner’s software is 

running on your computer.



Trusted Computing for You!
Ensure your software is running on 

your computer.



Trusted Platform Module

• Public-key encryption and signatures 

• Random number generation 

• Persistent key storage 

• Special “Platform Configuration Registers” (PCRs)

The Coming Civil War on General Purpose Computing: 
“A TPM is a nub of stable certainty: If it's there, it can reliably inform you 
about the code on your computer.”  

- Cory Doctorow



Trusted Execution Technology

Kernel OS Config

BIOS
SINITPlatform Config

Option ROMs

MeasureRemote Attest

CPUTPM

Firmware and 
software needed to boot



Suspension of Disbelief

• What about physical attacks and hardware implants? 

• Why do we trust the TPM? Where did it come from? 

• Why do we trust the CPU for that matter?



Attack Vectors

Kernel OS Config

BIOS
SINITPlatform Config

Option ROMs

Measure

CPUTPM
Extract 
Keys

Spoof 
CPU

Spoof 
Bus

Forge?

Overflow

Provenance

Remote Attest

Hash 
Collision?

Paperclip
Past
Hypothetical
Current



Where does this leave us?
• State-sponsored actors can circumvent trusted computing. 

• Trusted computing still offers protection, although we ultimately have 
to trust the CPU and TPM. 

• In the next 1-3 years: New hardware and platform security features 

• Beyond: Practical applications of cryptographic protocols for 
security computation, e.g. fully homomorphic encryption.



Upcoming Technologies



Software Guard Extensions (SGX)

• Secure “enclaves” protected from other code. 

• Enclaves are attested and won’t run if modified.  

• Enclaves are backed by fully-encrypted memory. 

• Potentially could make DRM hard to circumvent.

EnclaveEnclave
(DLL)

SGX Programming Environment

Protected execution environment embedded in a process

App 
Code

App 
Data

OS
Enclave 
Code

Enclave 
Data

With its own code and data

User Process

Provide Confidentiality

Provide integrity

With controlled entry points

With full access to app memory

TCS (*n) Supporting multiple threads

Enclave

6



Enhanced Privacy ID (EPID)

• Provides ability for CPU to anonymously sign data. 

• Could authenticate CPUs as real, without leaking identity. 

• Caveat: Rooted in globally unique key material in CPU hardware.



Trusted Platform Module 2.0
• TPM 1.2 is deprecated and banned in several countries. 

• TPM 2.0 

• More algorithms and functionality 

• Support for alternate cryptographic suites 

• Better management 

• Easier on-boarding



Summary

• NSA ANT implants target software, firmware, and hardware. 

• Trusted computing helps against firmware and software attacks, but 
not against state sponsors. 

• New technologies like SGX and EPID can work for us or against us.



Thank you!


